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FEBRUARY 2017 
On December 1, 2017, an amendment to Rule 902 of the Federal Rules of Evidence is expected to 
take effect that will undoubtedly change the way litigants handle e-discovery collections. The 
amendment, which can be viewed in its entirety here, adds two new subsections to the rule 
(subsections 13 and 14). The biggest impact on e-discovery will likely come through the enactment of 
the new subsection 14, which provides a simplified process for authenticating Electronically Stored 
Information (“ESI”). As long as litigants provide a certification from a “qualified person” that the 
ESI was collected through a reliable “process of digital identification,” the litigants will no longer be 
required to authenticate ESI through trial testimony of a forensic expert—the ESI becomes 
self-authenticating. 

A “qualified person” must be an individual able to certify the ESI pursuant to Rule 902(11) or (12), 
such as a forensic or IT professional. Importantly, the qualified person must be someone sufficiently 
able to establish the authenticity of the ESI had he/she been required to testify at trial. Through 
implementing this “qualified person” requirement, the Advisory Committee is clearly encouraging 
the use of best practices. 

A reliable “process of digital identification” is referenced in the Advisory Committee notes as 
collection and verification of a document’s “hash value.” A “hash value” is a number that is 
calculated by an algorithm and used to identify an electronic file. When a copy of an electronic 
document is made, a comparison of its hash value to the hash value of the original document will 
reveal whether or not they are identical duplicates. If they are identical, their hash value numbers 
will be the same. As set forth by the Advisory Committee, verification of hash values post-collection 
is a reliable process of digital identification, which will necessarily involve a forensic or IT 
professional (i.e., qualified person). 

Why is this amendment important? The answer is twofold. First, the amendment will make it much 
easier to authenticate ESI at trial—potentially providing both time and cost savings. Second, and 
perhaps more importantly, the amendment could spur significant and costly discovery disputes for 
clients and attorneys who “self-collect” ESI. The amendment sets forth standards as to a defensible 
ESI collection: collection of data through a reliable “process of digital identification” as certified by a 
“qualified person.” Although this standard applies only to self-authentication of ESI under Rule 902, 
opposing counsel could use the standard to challenge the collection of ESI in general if the process 
did not lend itself to a reliable “process of digital identification” or was not performed with the 
assistance of a forensic or IT professional or other “qualified person.” This potential issue should be 
taken seriously. Rather than risking serious and costly discovery challenges, ensure that the 
collection of ESI is performed by a “qualified person” with the requisite knowledge or expertise for 
properly collecting, verifying, and preserving ESI. 
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